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Staying Safe with Social Media 

 

Social media connects and informs people, as well as encouraging participation and the sharing of 
views and perspectives. It is reported that over half of the world’s population are now active social 
media users, with the pace of growth only accelerating further because of the Covid-19 pandemic. 
It’s therefore a brilliant tool for church mission and ministry. These guidelines outline the 
opportunities, but also the potential risks to clergy, congregation members and a church as a whole, 
particularly in relation to safeguarding. 

 

Value of social media  

Reach and immediacy 
You can communicate immediately with potentially large numbers of people (including those with 
no connection to the church) and others can pass on what you say. Conversations can be had 
between the most unexpected people - and observed by others. 

It's personal 
Social media feels personal and inclusive. It can help build relationships and community. 

It's interactive 
Social media isn’t just about broadcasting; it enables people to participate, converse, develop ideas 
and give feedback. It is, for example, being used constructively for social change. 

Increase awareness 
With such a large proportion of people using social media, platforms like Facebook, Twitter and 
Instagram have become the ideal place to tell people about who you are and what your church can 
offer. 

Connectivity 
Social media platforms offer the opportunity to stay connected with people, even if they live on the 
other side of the globe. This was very much evident during the Covid-19 lockdowns when churches 
went online, enabling congregation members to worship from afar.  

 

Risk of social media 

It's public 
Because social media feels personal and chatty there's a risk you can forget it’s public, or gain the 
impression that the ethical codes for confidentiality and gossip are relaxed. They're not. If you 
wouldn't say something in a public meeting or to someone's face (and wouldn't like to see it in a 
newspaper beneath your photo), don't say it online. 

It's publishing 
The laws around libel, copyright, freedom of information and data protection apply here just as in 
print and broadcasting. So, consider carefully: are my facts correct and could anyone find my 
message offensive or discriminatory? 
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It may not be private 
Whatever your privacy settings, others can pass it on. Assume whatever you write will be open to 
the world. What impression are you giving of yourself and the group you represent? 

It's transient but permanent 
Even if you delete something, it could have already been shared. A digital imprint doesn’t go away. 
Would you want a future employer to see it? 

Blurring of public and private lives 
The distinction between public ministry and private life is difficult to draw. This is no different online. 
There are risks associated with the personal opinions of church workers been taken as 
representative of the church. It is advised that ministers for example draw clear boundaries around 
their social media usage associated with their private life and use a different account or platform for 
their public ministry. For instance, keep a Facebook page for public ministry and a Facebook profile 
for private life. 

Bullying, harassment and malicious accusations 
Social media can be used to bully and harass others and is a forum for malicious accusations. Young 
people are particularly vulnerable to this. 

Grooming and impersonation 
There are clear dangers, particularly for children and young people, from those who use social media 
as a means of grooming. 

Mental health  
Evidence suggests that spending considerable time on social media, especially for adolescents, can 
result in an increased likely hood of experiencing mental health problems.  

Online trolls 
Trolls are people who leave intentionally provocative or offensive messages on the internet in order 
to get attention, cause trouble or upset someone. 

Social media pile on 
When a post causes lots of people to criticise something or someone in usually an unfair way. 

 

Safeguarding disclosures or concerns 

Safeguarding disclosures or concerns can be raised in any way, and social media is no different. For 
this reason, those with access to a church's social media account should be aware of how to respond 
if they receive a disclosure, or are concerned about another's comments or posts. The Church of 
England Digital Team recommend the following checklist for anyone accessing a social media profile 
for a church: 

• Read the church's Safeguarding Policy 
• Attend safeguarding training 
• Know who the church's Safeguarding Officer is and how to contact the Diocese Safeguarding 

team 
• Read the privacy notice and GDPR guidance and be aware of implications for sharing photos 

and videos online 
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• Ensure there are at least two people who can access all social media message inboxes for 
accountability 

• Check the Safeguarding Policy is on the church website and A Church Near You page, with a 
short statement on the homepage. 

 

Working with young people 

Social media usage is widespread, particularly among younger adults and children: for many young 
people, the distinction between the ‘online’ and ‘offline’ worlds is an artificial one. As some have 
pointed out, if the Church doesn't engage with young people on social media, then the Church will 
be missing a major aspect of their lives. 

However, sensible precautions should be taken in the use of social media within a Church context. In 
many ways, these precautions are simply online versions of safe practice in the offline world. 

Online risks to young people 
Some of the risks associated with social media, particularly for young people, include cyberbullying, 
grooming and potential abuse by online predators. You need to act as role model in e-safety. Remind 
young people that there’s no such thing as ‘private’ online. Tell them what kind of photos and 
information are okay to post and to never share personal information like name, school, age or 
address. 

Boundaries  
It's potentially easier to form inappropriate relationships using social media. Online banter and 
private messaging can lead to a level of intimacy that you’d ordinarily guard against. Be alert to the 
potential for misinterpretation. Don't exchange private messages with young people via social media 
or accept 'friend requests' from them without due consideration. Keep your boundaries in place. 

Avoid ‘lone working’ in the online world 
Practically, this means avoiding one-to-one online chat (e.g. direct messaging) between adults and 
young people. Your social media accounts should have two or three admins who can log in and 
check messages anytime. On Facebook, a page or group can have multiple administrators or 
moderators. On Instagram, the login name and password should be shared with at least one other 
trusted person. It's advisable that one of these is a vicar or senior member of the church leadership. 

Do not use personal social media accounts to contact children 
The simplest way to observe these precautions is to avoid having leaders and young people as 
‘friends’ on social media. Instead, best practise would be to create an official account for the group 
(such as ‘St Andrew’s Anywhere Youth Group’) and to ask young people to Like or Follow that page 
or profile. Any news about group events or anything else can be posted on that page. More than one 
leader should have access to this page, providing accountability and transparency. Conversations 
between leaders and young people should happen in the public section of these pages (such as in 
comments under posts) where everyone can see them, rather than via direct messages.  

Favouritism  
Avoid interacting more with one young person than another, e.g. if you wish happy birthday to one 
person, you need to do it for all users. 

 
 



4 
 

Humour  
Without the cues of non-verbal communication, humour can be easily misconstrued. Be alert to 
adolescent sensitivities. 

 

Photography and video (GDPR) 

Using photos and videos of real people in your community is the perfect way to show others what 
your community is like, and can play a key part in helping them feel welcome to attend, however, 
this should be balanced with providing a safe and secure environment for all. 

Some members of your community may not feel comfortable appearing in a photo or video shared 
on social media, and for others, it may compromise their safety. Safeguarding, GDPR and creating 
safe places are all important considerations before any photography is taken. 

Here are a few suggestions, to encourage images and video to be shared online, but to enable 
attendees to feel safe.  

• Provide a clearly marked out photo-and-video-free zone 
• Raise awareness. While there is generally no reasonable expectation of privacy in a worship 

service that is open to the public, it’s a good idea to let attendees know that services will be 
broadcast. This way, they can determine the amount of information they’re comfortable 
providing. This can be accomplished through signs and/or notices in the church’s bulletin, 
newsletter, electronic newsletter and other communications. 

• Get permission. Exercise particular care with children and vulnerable adults. Avoid putting 
their names and images on videos or recordings, or, at the very minimum, proceed only with 
appropriate authorisation.  

When sharing photography and video on social media that does not belong to you, it is important to 
bear copyright law in mind. Agencies actively search social media platforms and websites for any 
breaches of copyright and the consequences can be expensive. 

 

Helpful websites and resources 

Keeping children safe online 

• www.thinkuknow.co.uk 
• https://parentzone.org.uk/home 
• www.parentsprotect.co.uk/internet-safety.htm 
• https://www.childnet.com/ 

Church of England advice 

• www.churchofengland.org/terms-and-conditions/our-social-media-community-guidelines 
• www.churchofengland.org/resources/our-digital-charter 
• www.churchofengland.org/resources/digital-labs/blogs/advice-using-social-media-reach-

young-people 
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If in doubt, ask 

Any additional questions that you have should be directed to: 

• Safeguarding Team - safeguarding@leeds.anglican.org  
• Communications Team - communications@leeds.anglican.org 


